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1. Legal Quotes
"I've never had a problem with drugs. I've had problems with the police." [Keith Richards]
“It aint no sin if you crack a few laws now and then, just as long as you don't break any." [Mae West]
"Capital punishment turns the state into a murderer. But imprisonment turns the state into a gay
dungeon-master." [Jesse Jackson]
2. Legal short
Noticing they were having engine trouble, the pilot instructed the crew to have the passengers take their
seats and prepare for an emergency landing. A few moments later, the pilot asked the attendants if
everyone was buckled in and ready.
"We're all set back here, Captain," an attendant replied. "Except for one lawyer who is still going around
passing out his business cards."
3. Inspiring quote
“It is not the critic who counts; not the man who points out how the strong man stumbles, or where the
doer of deeds could have done them better. The credit belongs to the man who is actually in the arena,
whose face is marred by dust and sweat and blood; who strives valiantly; who errs, who comes short
again and again, because there is no effort without error and shortcoming; but who does actually strive
to do the deeds; who knows great enthusiasms, the great devotions; who spends himself in a worthy
cause; who at the best knows in the end the triumph of high achievement, and who at the worst, if he
fails, at least fails while daring greatly, so that his place shall never be with those cold and timid souls
who neither know victory nor defeat.” [Theodore Roosevelt]
4. The Protection of Personal Information Act ("POPI")
The Protection of Personal Information Act, Act 4/2013, which was signed into law in November 2013,
seeks to regulate the processing of Personal Information.
Commencement of applicability of the Act:
The commencement date of the Act is still to be promulgated, but certain sections of the Act, relating to
the Information Regulator, became effective in April 2014. There is a grace period of one year for
individuals and corporations to become compliant (this may be extended in terms of the Act to three
years) from the commencement date.
Definitions of “Personal Information” and “Processing”:
Personal Information means any information relating to an identifiable, living natural person or juristic
person and includes, but is not limited to:

•
•
•

contact details: email, telephone, address
demographic information: age, sex, race, birth date, ethnicity
history: employment (including salary information), financial, educational, criminal, medical
history, family relations

•

religious or philosophical beliefs including personal and political opinions

•

Physical and mental health information including medical history, blood type, details on your sex
life

•

Photos, voice recordings, video footage (also CCTV),

•
•

opinions of and about the person
private correspondence.

Processing means anything done with the Personal Information, including collection, usage, storage,
dissemination, modification or destruction (whether such processing is automated or not).
The aim of the Act:
To ensure that all South African institutions conduct themselves in a responsible manner when
collecting, processing, storing and sharing another entity's Personal Information by holding
them accountable should they abuse or compromise your personal information in any way.
The rights of the “data subject”:
The Act gives you, as the owner of your personal information (or data subject), certain rights of
protection and the ability to exercise control over:

•
•
•
•
•
•
•

when and how you choose to share your information (your consent is required);
the type and extent of information you choose to share (which must be collected for
valid reasons);
transparency and accountability on how your data will be used (limited to the purpose for which it
was collected) and notification if/when the data is compromised;
access to your own information as well as the right to have your data removed and/or destroyed
should you so wish;
who has access to your information (there must be adequate measures and controls in place to
track access and prevent unauthorised people, even within the same company, from accessing
your information);
how and where your information is stored (there must be adequate measures and controls in
place to safeguard your information to protect it from theft, or being compromised);
the integrity and continued accuracy of your information (your information must be captured
correctly and once collected, the institution is responsible to maintain it).

Please note that the burden of proof resides with the entity collecting the information to prove
that the information was obtained with the data subject's consent, not the other way around.
Applicability of Act to natural persons as well as legal entities:
The right to protection of "personal information" is not just applicable to a natural person (i.e. an
individual) but any legal entity, including companies and also communities or other legally recognised
organisations. All of these entities are considered to be "data subjects" and afforded the same right to
protection of their information. So whilst you as a consumer now have more rights and protection,
you/your company are considered "responsible parties" and have the same obligation to protect other
parties personal information. As a company this would include protecting information about your
employees, suppliers, vendors, service providers and business partners.
Responsibilty of companies to train staff and to safeguard new and existing client’s data:
It is essential that companies train and educate staff accordingly as well as update your (the data
subject’s) engagement and disclosure documents, including standard agreements, to comply with the
requirements of the Act.
The Act not only protects new clients' information, but also existing client's data. This means
that you/your company has an obligation to existing clients contracted before the Act came into effect, to
obtain their consent and manage and safeguard their personal information in the same way.
Obligations of an entity after collecting your Personal Information:

•
•

They may only use the information for lawful purposes and the purposes for which the
data subject agreed. This means that any further processing or data duplication must be
compatible with the original purpose and stated intent of collection this information.
Access to the information gathered must be limited to authorised parties only and only
for as long as they need to perform their duty. This means that once someone has
completed their part, unless authorised for other duties, they may no longer have access to this
information (both paper and electronic). This would include limiting access to colleagues, even if
they are in the same office or on the same electronic network.

Protection of your own Personal Information:
Here one must note that it is the responsibility for each person or entity to take care of and protect their
own information. So much information these days is available on the net or on public forums such as

facebook and twitter. You cannot look to the Act to protect your Personal Information if it is already in the
public domain and published by you.
The right to your own information:
You, as the data subject, have the right to ask any company or entity if they hold any personal
information about you to provide you with the record, or a description of the personal information held by
them, including information about the identity of any third parties (such as their suppliers or service
providers) who may have access or had access to their personal information. The company must provide
this information to you:

•
•
•
•

within a reasonable time;
at a prescribed fee (if any);
in a reasonable manner and format; and
in a form that is generally understandable.

Direct marketing:
The Act also stipulates rules for direct marketing, namely:

•
•
•
•

The direct marketer, or the person on whose behalf the communication is being made, must
provide contact details where the customer may request that his communication be stopped;
The direct marketer may not contact any customer unless the customer has first consented to
being contacted via electronic communication;
The direct marketer may contact a customer only once to obtain their consent, as long as the
customer has not previously withheld his consent;
The direct marketer must provide customers with a reasonable opportunity to object to the
communication in a manner which is both easy to understand and also free of charge.

Customers have every right to ask the question of any call centre or direct marketing business, “Where
did you get my personal information?"
Retention of Personal Information:
Personal information may not be retained any longer than is necessary for achieving the purpose for
which the information was collected or subsequently processed.
Companies are responsible to destroy/delete personal information or "de-identify" it as soon as
reasonably practical when they are no longer authorised to retain this information.
Complaints Process:
You are responsible to safeguard all forms of Personal Information of other entities in your
possession and be able to prove that you have taken appropriate and reasonable steps to do
this. Should a complaint be lodged with the Information Regulator, you are considered guilty until
proven innocent: you are obliged to satisfy the Regulator that you have taken adequate steps and have
put in place adequate systems to protect the said information.
Exclusions:
The Act does not apply to:

•
•
•
•
•

purely household or personal activity;
sufficiently de-identified information;
some state functions including criminal prosecutions, national security;
journalism under a code of ethics;
judiciary functions.

Conclusion:
The Act, after commencement, will require changes to the way in which companies conduct themselves,
possibly extensively and almost certainly differing from one company to the next depending on the
nature of their business in terms of the use and processing of personal information.
The Act provides for significant fines and criminal sanctions (up to ten years) on companies, directors and
other employees who fail to comply with its provisions.
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